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Agenda

Cyber Security Trends for 2023
Trends Past and the Future

Zero Trust approach
Chatbot + ChatGPT

Chat Bot service and how to secure it!

TTTTTTTTTTTTTTTTT



- -
-
-~
[ -
- |
- —

—
- .
- -
.
-

.q,'

”

B O e O

A

- i.l“‘-t.r A"."# .‘

L -
_—
b
.._.'.l,' . j
-
=
> 0 A ‘.
& & = -
T F
m Ny "k

l-‘ﬁ.ﬂ'-l

f)inﬁ\‘

e —;'-’"-znr - "
.‘f‘ 3

P

Gt P

’t :l.."‘ .v ‘. . “., % "»

—

~
-

»

b

AT R ER TR TR

’

_”

ot

"WAY =

&l |
dy, b N
N -

1)

B AR St
3

.“
=y
.

n’

PR

&



‘ Trends Past and Future

Data Breach
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https://www.youtube.com/watch?v=F4G6GNFz0O8

‘ Zero Trust approach never trust always verify!

e FUll ACCESS

Zero Trust Model Legend e

Modern Approach to Access

Organization Policy Documents
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Multi=factor Authentication?

Impossible Travel?

Modern Apps & Protocols
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and more .
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to make an informed decision based on organizational policy of palicy across resources




‘ Average Chatbot + ChatGPT Architecture (Al + ML)

Ingest & Store

Azure

Events & Message Queues
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Use for Azure OpenAl

Enrichments
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Cognitive Services
(Enrichment Pipeline)

Query Cognitive Search

Request Embeddings—

Embeddings Generation

“ _km-oa\-processing-queue_b/ \

New Document
Processing Function

Store Embeddings

| Embeddings can be loaded from |

Cosmos into Redis as a backup

Consume
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Azure OpenAl Translator

1. Request Embeddings (Translate)

2. Request Answer
from Completion API (Translate)

! \d—Ask Query:

Perform Embedding Matching

inVector Engine Question & Answer

Function

Answer User Back:

Query Bing

o AzCogSearchDocCrackingFunc

0 ServiceBusQueueNewDocument

o BotQnAHTTPFunc

> Bing

=) Blue Arrow means Text
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Addition Calculation Result

How much is 2 plus 5?

2 plus 5 is equal to 7.

My wife says it's 8.

2 plus 5 is actually equal to 7,
not 8. It could be possible that

your wife made a mistake or
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