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1.1. 3aKOHCKM OKBUP 33 popmuparwe HaumoHanHor LLEPT-a

e 3aKOH 0 MHdopmaumoHoj besbeaHocTn ycBojeH - 2016. !

e Y cknaay ca 3akoHom 0 MHbOopPMaLMOHOj be3beaHoCTH:

* HauuoHanHu UEPT - HayunoHanHu ueHTap 3a npeseHuUujy
6e3b6eaHocHUX pusnKa y UKT cuctemmma Penybnunke Cpbuje -
no4veo ca pagom 2017. rognHe

-]
<

e [Jlenyje y okBupy PATE/1-a, (PerynaTtopHor Tena 3a eNeKTpoHCcKe
KOMYHMWKaLMje 1 NowTaHCcKe ycayre)
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| (% PATEN HALIMOHAJTHY LEPT PC
(17\ D CPE: LIEPT

WM NMOLUTAHCKE YCNYTE

2. Npujasa nHunaeHata HaumoHanHom LEPT-y

NMPUJABH

HacnosHa // lNpujaBu MHUWAEHT WHLIMOEHT

MNpujaBu MHUMAEHT

info@cert.rs

Monumo Bac fa ogabepete ogrosapajyhy kateropujy KopucHuka
npujaBe MHUNAEHTA

062/20-20-30

OU3NYKO MAJIO U CPEQHE WKT CUCTEM 01
JIMUE NPEAY3ERE MOCEBHOI 3HAYAJA
@

Moaaum o NpaBHOM nuLy

Ha3aue npaeHor nuya * CenuwTe npagHor nuua *

bpoj Tenedona * Mmejn anpeca *

* MoNWMMO Bac [1a NPOBEPUTE MCNPABHOCT Bale MMejn agpece

WMKT cuctem *

Moaaum o nogHoCcUOLLy Npujaee
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CPE-LIEPT

3.1. NpunjasmweHn nHumaeHTn H LUEPT-y

no rpynama uHumaeHarta (2023.r)

YNAL Y VKT CUCTEM
YTPOMABAHE BE3BEJHOCTM NMOJATAKA

MPEBAPA

MOKYLUAIN YIALA Y KT CUCTEM

OCTA/IM UHUMAEHTU

OMEPATUBHW UHUMAEHTM

HEOB/TALUREHO MPUKYM/bAHE MHOOPMALIMIA
HEZOCTYMHOCT UM OTPAHUYEHA AOCTYMHOCT UKT CUCTEMA
WHCTA/IMPAHE 3TOHAMEPHOT CO®TBEPA

NHUMOEHTU ®U3NYKO-TEXHUYKE BE3BEAHOCTU

536
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PEMYNATOPHO TEND 3A
ENEKTPOHCKE KOMYHWKALIMJE
W MOWTAHCKE YCNYTE

OCTAE BPCTE YTPOXABAHA BESBEAHOCTU MOAATAKA | 2

3.2. MNpujas/beHn nHumnaeHtTn H LUEPT-y
no Bpcrtama uHuuaeHara (2023. r)

BUPYC |1
TPOJAHAL, |3

COLUMIANHU VHMKEHEPUHT | 4
PAHCOMBEP [i8

MPOBJIEM Y PALY CA COPTEBEPCKUM KOMMOHEHTAMA | 3

MNPERKMNA Y ®YHKUNOHUCAHRY CUCTEMA U AENA...| 1
MOKYLWAJ OTKPUBAHA KPEAEHLUWIANA |8

MOKYLWAJ NCKOPULLRABAHA PABLUBOCTU CUCTEMA | 1
OTKPUBAHE M HEOB/TALUREHO KOPULUREHSE... | 3
OTKPUBAHE M HEOB/TALUREHO KOPULUIREHSE...| 4
OTKA3SMBAHE XAPABEPCKMX KOMIMOHEHTAN | 1

OCTAIE BPCTE YINMALA Y UKT CUCTEM Ji6

OCTAJIE BPCTE NMPEBAPE | 108
OCTAE BPCTE MOKYLWWAJA YNIAOAY UKT CUCTEM | 2
OCTANE BPCTE HEOBJTALUREHOTI MPUKYTI/bAHA...| 2
OCTAJIE BPCTE MAJIBEPA |l 52
OCTANE BPCTE HEAOCTYMHOCTU U1 OTPAHUYEHE...| 1
HEOBJTALUREHO KOPULUIREHE PECYPCA | 12
HEOBJTALUREH MPUCTYN NOOALUNMA | 2
HEOBJTALUREH MPUCTYN ANJTIMKALUMIN |5
KPABA XAPABEPCKUX KOMMOHEHTU | 1
KOMIMPOMMUTOBAHSE NN LIYPEHE MOOATAKA | 4

VHUMAEHTU KOJW HE CMALAJY Y HABEAEHE... w70
OULLNHT
goc |2
anoc |a

0 50 100 150 200 250 300 350 400 450

16

-",. *® .t'

CPE LI,EPT



PEMNYBNWKA CPEUJA

HAUMOHA/THW LLEPT PC K
PATE/] . . Gy e
EAETPONCHE KOUYMALIALE CPB-LIEPT

WM NMOLUTAHCKE YCNYTE

'-...,.Qoo:.

C-ES%)

4. EpyKkauuja n noaunsare cBectu us obnacrtn nuHpopmaumoHe 6esbeaHocTn

®* PasymeBare TeEXHO/IOTHje

* MmnnemeHTauuja mepa 3awiTute

®* YHanpeheme BeWTMHA 1 NOAM3aHE HUBOA 3HAHA
* [leTeKumnja v peakymja Ha KpUTUYHe besbeagHoCHe

CYBER
dKTUBHOCTHU
RANGE 6esbepHuju

KAMK"

Cucrem 3a 23 i
cTumynayujy CUeHapwja

Monen amacajﬁep CELEYE]

o
besbegHocTn
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PATEJI

PEMYNATOPHO TENO 3A
ENEKTPOHCKE KOMYHUKALIMJE
M NOWTAHCKE YCIYTE

@ Instructor 1

Attack Scenarios
sefact Soenarios

Apache Shutdown
Corporate Ezpionage
DDOS DMNS Amplification
DDOS S¥YN Flood
Domain Keylogger

Dragonfly

HAUWOHAJIHW LEPT PC

...oo"'

4.1. Cyberbit 06yke — 3a TexHUUYKa nMuya CPE;

SBCYBERBIT

IF Network PAM+QRadar (85p)
3rd Party Licenses
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4.2 NMnatdopma 3a 6e3b6egHUju KNUK

https://learn.cert.rs/

HAUMOHAJIHW LEPT PC

® 2m @ 400
Askypuparse/Update

3Hauaj ayprpaHea ONepaTHaHX CUCTEMa,
codTREepa W annvkauwrja.

HOBEMBAP

@ 12m P00

Kpewnparbe 1 6e36eqHOCT NO3WHKK

Kpeuparse U yNpasbakke NOIHUKAMA Ha
Bezbenad HauvH.

" NELIEMBAR

@® 20m ¥ 400

CouMjanHKi MHKEHEPHUHI

CONMIATHN UH¥EHLeNUHT B vevened 1ua

@ 5m @ 400
3aWTHMTa MOBKUNHUX TenedoHa

OcHoBHE UHdOPpMaLMje © 3aLUTHUTH
MOBMNHUX TenedoHa

4 () 1em @ 400

Be36enHOCT Ha ApPYLWTBEHUM
Mpemama

BaHOCT 33LUTHTE HALLIMX M- HIAX
nogaraka nNnpunuKom KGpVILLIﬁGH:EI
ARYITBEHMK MpEKa.

LEMEMBAR

Bes6egHo kopuwherse oTEOpeHor
BeXMUUHOr MHTEpHeTa (Wi-Fi)

VKT cuctemu

® @ 400

KpUTUUHE MHPPacTPyKTypa

3Hauaj 3aWTHTE KPUTHYHE
HHOPACTRYKTY RS

® 20m ¥ 400

PaHcomBep

Gnuke yno3Hagarse KOPUCHWKa ca
PaHcomeep TMNom cajfep Hanaga.

.

L]

=20 @800

DULLMHC

DULLMHT j& Haj3acTynbeHujW Tun cajep

Hamaga

1(® 20m ¥ 400

Kpeunpatbe pesepBHMX Konuja

YNo3HaBaHe €3 OCHOBHWM MPpeaHoCTUMa
KOje Hy[le pe3epaHe KONWje BaKHWX
AatoTeka, ako aofje 0o xakepcKor Hanaga.

.
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4.3. Nyébnukaumnje HaumoHanHor LEPT-a

HoBocTtH O6asewuTEHba Mpenopyke Mysnuxaumuje HMasewrTajm Permcrtap NMoce6nnx LLIEPT-osa HoHTaxkT Q

rnP1JABM
HacnoeHa // NMy6nukauuje MHLIMOEHT

NMyGénunkaunje

Hanazwute ce Ha cTpaHuum lNysnukaumje. 3a noTpede nakKiLue nperTpare, mzatepmTe XMefbeHyY KaTeropujy KopMcHMKa M caaHajTe
BULUS O CEBMM OOCTYMHMM TEMaMa M3adpaHe KaTeropuje.

rpahann Bbez36beagHoOCT HA ApywurTeeHmM Mpexdama

« CeBe WTo OPYIMM JBEYAM MOy casHaTv O HamMa, Kao KOPpMCHMLMMa OPYLWTBEHMX Mperka, Ianpaeoc je
AOCTYNHO Ha HawKMmM npodmnuma, cagpxxajy Koju objaseyjemo, Kao 1M MHTepaxKkujama Koje mmamo ca

HMKT cucTemMmmu on
nocetHor sHa4Yaja

APYTHMM KOPHUCHMWMLIMMa.
« Tpw cocHoBHa TuNa cajfep Hanaja Ha APYLWTBEeHMM MpeXana cy:
- Maneep,
Kpaha nmuHMx NnogaTaka v
Bplwrbadko HaCHibe.
= Kako ce MOoXXemMo IaluTHuTruTi?

BesSeaHocT Ha
APYLITESHIM MpeXana

ETeeT

Mamna »n cpegrba
npeyseha

2. vespyap 2023 pdf 17.48MB CazHajTe Brwe

Caj6ep A36yka

AzbyKa OCHOBHMX cajéep NnpenopykKa Koje sam mory nomohm na gynete GeatenHMjM NOoK y»mBaTe,
YUMTE MMM paamMTe Ha MHTepHeTY.

YnyrtcTrea v
McTpa»xuueaHa

Cee nyGnuKaumje

25. HopemGap 2022 pdf 11.60MB CasnajTe BMLue
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e Y cknaay ca 3akoHOM 0 MHbopmaumnoHoj besbeaHocTn

e HaunoHanHu LEPT npukyn/ba n pasmeryje MHPopmaumje o 6e36eaHOCHMM pUsMULMMA U
Npy»a paHa yno3opera, y3byHe 1 HajaBe U MHGOPMULLE peneBaHTHA /INLA O pM3MLUMa U
MHUNAEHTUMA.

e CtpaTernjom passoja MHPoOpMaLMOHOr ApywTBa U MHPopmaumoHe beszbeagHocTn nepuog, (2021.
no 2026. roamHe) npegsuheH je

e pa3Boj nnatpopme 3a pasmeHy nHbopmauuja namehy HaumoHanHor LLEPT-a u UKT cuctema
oz, nocebHor 3Ha4vaja y unby MHGOPMUCAHa O aKTYEeNHUM pU3MULMMa U NpeTHhama Yy 0b6n1actu
nHbopmaumoHe 6e3beaHOCTM U NPOMOBMCAHbA NpUMepa Jobpe npakKce.
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PEMYNATOPHOD TEND 3A

(_‘\7(\[—\’-) PATEJ] HALIMOHAJTHU LIEPT PC

e Unm - npernen aKTyenHWx MPeTHM Ha OCHOBY Kojux je moryhe cnpoBecTU afleKBaTHY M MNPaBOBPEMEHY MPeBEHLM]Y,

ENEKTPOHCKE KOMYHMUKALIMJE

5.1. MISP (Malware Information Sharing Platform)

MISP - Open Source Threat Sharing Platform

AEeTEKUM]Y N peaKkuujy Ha npeThe n Hanaae Ha UKT cucteme og nocebHor 3Havaja y PC.

AnaTt 3a npuKyn/barbe MHGopmaumja o:

aKTye/IHUM NpeTHamMa,
PatbUBOCTUMA,

cajbep MHUMAEHTUMA,

npenopykama U Ha4nHMMma 3aWTuTe,
aHaNn3n manBepa,

aKTye/IHMM NpeBapama M Kamnakbama.

® LI,eHTpanHa 6a3a NnoAaTaka O UHOAUKATOPUMA KOMIMPOMUTOBaAHA

e [opaun cy HOpMasn3oBaHK, NoBesaHn U oboraheHu

e Omoryhasa TUMOBMMA A2 KOMYHULMPAjY 1 capahyjy

;... ......

4= uEPT

BecnnaTtHa nnatdopma 3a LEeHTPaM30BaHO NPUKYMN/bakbe U Ae/berbe MHPOPMaLMja O NpeTHhama Ha HaUWMOHA/IHOM HUBOY.
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KopucHmnum MISP nnatpopme cy peneBaHTHe UHCTUTYUMje y obnactm Wb, Koje 3a Kopuwherwe nnatbopme UMeEHYjY
npeacTasHuKe. MHPopmauuje ce gene ua un/bem aa ce agePpmMHMLIY mepa 3allTUTE M HAYMH pearoBakba.

Y unsby eduKacHor aesberba MHPopmauuja gePpmuHUcaHe cy rpyne kopmcHuka MISP nnatdpopme:
1. UEPT opraHa Bnactu

2. UEPT-oBu camocTtanHux onepatopa KT cnuctema

3. MocebHu LEPT-0BM

4. Onepatopu UKT cnctema og nocebHor 3Havaja

Onepatopu WKT cuctema op nocebHor 3Ha4vaja mory noctatm KopucHuum MISP nnatdopme YKONMKO CYy yNUCaHU Yy
EBnaeHuujy onepatopa UKT cnctema oa nocebHor 3Havaja.
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My Events Org Events l

HAUMOHAJIHW LEPT PC

Mews

My Profile

My Settings

Set Setting 12 13 14 15
COrganisations -

Role Permissions
List Object Templates

List Sharing Groups
Add Sharing Group

List Sharing Groups Blueprints
o o o m <y

Add Sharing Group Blueprint

Decaying Models Tool |
m oy

ure - T1056 Q, i=
T1566 Q=

Categories & Types

List Decaying Models

Terms & Conditions

Statistics

List Discussions

Start Discussion |
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& Spearphishing Link - T1566.002 Q) :=
& Input Capture - T1056 Q :=

== e

i Files or Information - T1027 Q i=
ken Manipulation - T1134 QU i=
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CPE-LIEPT

18 19 20 21 next =

Tags
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W NOLWTAHCKE YCIYTE
Add Event
Date Distribution @
2016-11-14 All communities :I
Threat Level @ Analysis e
Undefined j Completed j
Event Info

OSINT - hesearcherfinds the Karma Ransomware being distributed vi

GFl sandbox

Browse... | No file selected.

Add Attribute

Category @ Type ©

External analysis :I link :I
Distribution ©

Inherit event :I
Value

http://www.bleepingcomputer.com/news/security/researcher-finds-the-karma-
ransomware-being-distributed-via-pay-per-install-network/

Gontextual Comment

Source Report

(7)for Intrusion Detection System (7| Batch Import

Submit

5.4. NopaBare HoBor gorahaja — ,,New MISP Event”

View Evart History
Edit Event

Delela Ewvent

Add Attribute h

Add Attachirment
Populate from OpeniOc

Populate from ThreatConneas]

Publish Evant “\
Publish [no emad)

-
Contact Reporier a
Devwniload as...

List Events

Add Event

HAUMOHAJIHW LEPT PC

New MISP event

Event ID 12

Ui S50dmasd -3 To-45087-b0eh-1d4belaldals
Org MYDRGE

Oramr arg MY ORGE

Contributors

Emiali Elmln‘ﬂ'ﬂl:lmln taai

Tags

Date 2-::.15 03-14 \\
Threat Level High )
Anatysis Inital

Distribation This community cnlby

Dascription Mews MISP avant

Pulblished Mo

= Fvote = Altributes = Discussion

T / 3
+*"'" =0

Darte Category Type Walue

CBELIEPT

Ralated Events
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6. Cucrem 3a paHa ynosopema

Y ymsby nogmnsarwa HmBoa Ub y PC, HaunoHanHmn LLEPT yBogu cuctem 3a paHa ynosopema O fnpetkhama U pusnumuma y
obnactn UB.

Cuctem omoryhasa ynosopewa cBum Onepatopuma WKT cuctema Be3aHO 3a NPeTHE U PUSKUKE MNPUKYN/bEHE U3
pasnnuntmnx nssopa (Threat Intelligence).

LUn/mb je ga ce KOHCTUTYyeHTMMA omoryhu npaBoBpeMEHO npey3umarbe ogrosapajyhux mepa 3awtute y3 oarosapajyhe
MexaHuU3Me KOMyHUKauuje.

TeXHUYKe KapaKTepucTtmke

CucTtem 3a paHa yno3opewa omoryhasa:
-  NPUKYN/bakbe,

- obpaay u

- npocnehuBame

MHPOpPMaLMja O NpeTHama U p1u3numma y obnactn nHdopmaumnoHe 6e3beaHOCTM y BUAY PaHUX YNO30PEHba.



PEMNYBNWKA CPEUJA

| HAUMOHATHA LLEPT PC o
x(%,j PATE/T byt

k/\)\ sersoconans 6,1, CUCTEM 3@ paHa ynosopera — Kaptuua gorahaju CPB-LEPT

[

| WM NMOLUTAHCKE YCNYTE

‘_}J\) > Dogadaji

Pregled i upravljanje dogadajima

~" Otvoreni Zatvoreni

Dogadiaji . zaberite prioritet - i ‘ e

UUID dogadaja Prioritet Poslednje pojavijivanje

11c8b6a9-a6b6-4 Kategorija 101.30.69 Prioritet 2 20-03-2024 17:27:14 23-03-2024 18:18:34 3

0bOcc849-fa39-4 o berite katenomie 101.30.79 Prioritet 2 20-03-2024 17:25:25 23-03-2024 18:18:32 3
Zaberite Kategor -

d89219fa-4310-41 101.30.88 Prioritet 2 20-03-2024 17:26:17 23.03-2024 18:18:29 2

Vremensko razdoblje prvog pojavljivanja

5904fc17-3262-4 101.30.94 Prioritet 2 19-03-2024 19:11:59 23.03-2024 18:18:28 3
zaberite vr = ) . _ B )

9b86aaB0-6774-4 101.30.85 Prioritet 2 20-03-2024 17:25:37 23-03-2024 18:18:24 3

0f6218ab-e5da-4 Vremensko razdoblje poslednjeg pojavljivanja 101.30.67 Prioritet 2 20-03-2024 17:26:27 23.03-2024 18:18:22 2

db733ed8-27d8- _ = 1013077 Prioritet 2 20-03-2024 17:2713 23-03-2024 18:18:20 3

b91717d-0328-4 101.30.88 Prioritet 2 20-03-2024 17:26:37 23-03-2024 18:18:19 6

KAZI - - e o

e4c60ad9-fb8b-4 101.42.230 Prioritet 2 19-03-2024 19:11:48 23.03-2024 18:17:52 2

2a236637-a407-41c4-8480-53ad30a7917a Accessible-SSL 79.101.20.91 Prioritet 2 20-03-2024 17:27:02 23.03-2024 18:17:50 4

2969bcdf-7121-4edc-ale6-d41a4159cbl1 Accessible-SSL 79.101.30.84 Prioritet 2 20-03-2024 17:26:28 23-03-2024 18:17:50 3

71102564-e4fa-43ea-a883-811adc3ecdd4 Accessible-SSL 79.101.30.66 Prioritet 2 20-03-2024 17:26:43 23.03-2024 18:17:41 3

19d33938-63cc-4260-b949-472db2fa7 28 Accessible-SSL 79.101.42 227 Prioritet 2 19-03-2024 19:11:38 23.03-2024 18:17:34 2
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7.1. Cajbep npeTHe - MaTepujaHMU PU3UK 33 NOC/NI0BabE

$4.0M 81% >300K 87%

NpocCeYHa LTeTa nocneamua MaNNLMNO3HUX MeHallepa
oA Kpahe cnabe nawm nporpama ce NPU3HaNo Aa cy
nojartaka no yKpageHe Kpenpa u nogaun 6mnu
Je4HOM VHUNAEHTY wndope. AvcTpmbymnpa YIPOXKEHM

CBakor AaHa MHTEPHOM TPELLKOM



Presenter
Presentation Notes
WJ: Link the content to Government digital transformation journey

Cyber security has become a CEO level issue.  The statistics clearly indicate the adverse impact cyber threats have on today’s businesses.  In some instances, cyber attacks have the potential for destroying the business, so indeed, cyber security has become a CEO level issue.  As such, Microsoft has spent the last few years heavily investing in the security domain to not only enable our customers to mitigate the effects of the evolving threat landscape, but also empower customers to succeed in the new norm of daily cyber attacks.
 

Talking Points (<1 min slide)
You’ve already heard that cyber security is a CEO issue
You’ve seen that states which paint a bleak picture for the costs of breaches, password theft, the tsunami of malware, employees accidentally leaking data 
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KoMmnpomnToBaH npBu XOCT Domain Admin KOMApOMUTOBaH Hanag getektoBaH

VicTpaxuBare v npunpema HeoTkpuBeH Hanaja (Npey3nMame rnojaraka)

24-48 yacoBa Buwe oa 200 paHa (3aBUCKM O BPCTE NPUBPEAHOT CEKTOPa)

CopuncrnumpaHocr A v apMuH HepetekToBaHu Peakuynja v
GELEY.E Hano3n CELEYT oropaBak

AKTUBHU ANPEKTOPUjYM MHormn anatn He AeTekTyjy

Kopwctn ce cBaka BpcTa KOHTPO/IMLLE MPUCTYN Hanage SREEE 19 FE SRR

Bawa opraHu3auuja je HanpezHa 3Hara 1 anarte
Hajuewhwn Hanagw cy Ha MO>Ja TPEHYTHO MNoJ,
aKTVBHW ANPEKTOPWUjYM U HanasoM

cnaboctm NOCNOBHUM CPeACTBUMA
MeTta moxxe 6UTK 6rUNo Koju

ypehaj nam cepsuc

[loTnyHn onopasak nma
BMCOKY LLEeHY

— :pa,fﬂ?/lr:mlél:pampa _ ;. & .l ]
1 — 0



Presenter
Presentation Notes
WJ: Make sure to mention that this is not just MS specific

Key Message: Microsoft understands these attacks from firsthand experience helping customers with them

Timeline
Targeted Attacks usually follow a timeline similar to this slide with
(Blue) Research on Company (Using social media, open source intelligence sources, data from previous attacks) and Preparing for the attack
(Yellow) Elevation of privilege attack (typically using credential theft, but also abuse of administrative/management tools and configuration weaknesses)
(Red) Attackers typically exfiltrate data for illicit purposes and go undetected for 200+ days. �This is a general observation based on our incident response team’s experience (which is similar to what is reported by others in industry). Precise numbers are difficult to produce because evidence of the initial “Patient 0” host is frequently lost after such a long period of time. �Because most attacks are discovered by external parties, the variance in time to discover times usually depends on industry (retail will be quick as credit cards are put onto market whereas the loss of other IP like technical designs takes longer to be apparent)

Observations

(1) Attack Sophistication
Attackers are usually after your organizations data to make money (though we have also seen destructive attacks), they will go after any device or server or service to get it. 
Attackers will research you and exploit any seam or inconsistency or weakness (slow patching process, weak configurations, sophisticated attacks, old/weak passwords, etc.)

(2) Target AD and Identities
In the attacks we have seen, attackers that get a “beachhead” on one of your network hosts will seek and find domain administrator credentials to steal within 24-28 hours (often quicker)
This gives them the ability to steal almost any information on any computer. 

(3) Attacks Not Detected
Most of these attacks go undetected for around a year (on average), leaving organizations vulnerable to ongoing loss and damage

(4) Response and Recovery
Investigating and cleaning up from these attacks is typically very complex, technically challenging, and requires a lot of expertise.
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7.3. TunuyaH cueHapuo cajbep Hanaga

O6yxBaTa 3/1l0HaMepHU COPTBEP N HAYMNH aKTUBUPaHba U Kopuwhera, n uma cnegehe ¢ase:

1 U3papga u TecTupare 3noHamepHor codpteepa (mansepa)
1 YHoc mansepa y MHGopMaLMOHU cucTeM (PULLIMHT MAK APYrU meToa)
1 AkTuBuparbe mansepa (oamax nnm ca ognararbem)

[ MocTtynak nocne akTneBuparba mansepa:
= 3axTeB 33 OTKYn (paHcomBep)
= Kpaha nogataka u/vnm naeHTUTeTa
= JlaBatbe KOMaHAM padyHapy (Hnp. Kao gaeo AAoC Hanaaa), utA,
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7.4. PaHcomBep

L PaHcomBep (ransomware) je BpcTa mansepa (3n0HamepHor copTBepa) Koju 3aKk/byyasa (wmndpyje)
NPUCTYN Nogauuma nam mpexama u cuctTemmma.

O HauwmH papa:
0 LWnepposare dajnosa: PaHcomsep wmndpyje dajiose Ha ypehajy, oHemoryhasajyhu npuctyn

O 3axTeB 3a OTKyn: Hanagauu Tpaxe HOBYAHM OTKYN Y 06/IMKY KpMUNTOBanyTe 3a AeKkpunuujy dajnosa
O Yecrt je cnyyaj ga paToTeKe Yak M HAaKOH nsiahakba OTKyNa OCTajy 3aK/byyaHe.

» [locmassva ce numarse: a au naamumu omkyn? Kako nocmynumu?
O Pusmuym:
O [ybutak Ba)KHWUX NogaTaka
O PuHaAHCKUjCKM rybmum
O KomnpomutoBame NPUBATHOCTU
O TpajHu rybuTtak penytaumnje / (3a pupme 1 TpKUWITA) ...



PEMNYBNWKA CPEUJA

PATEJT HALMOHANHW UEPT PC

PEMYJIATOPHO TENO 3A

ENEKTPOHCKE KOMYHUKALIMJE
WM NMOLUTAHCKE YCNYTE

7.4.1. NMNopyKe paHcOMBep Hanagaya

FIIITTFTIIILTTTTII T TSI TS TS TTIT ST TS T TSI T TSI TP TSI S Y

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
yvour files will be permanently crypted and no one will be able to recover them.

http
or http

or hip

In your browser.

following public key in the inpul © 2016 AO Kaspersky Lab. All Rights Reserved.

Press "View” to view the list of files that have been encrypted.

Press ™Next’ for the next page.

B 92 18 34

AR AR R L LR L LA R LA L LL AR AL LA LR AR L LR LR AR L LR AL LR LA LR LR

ble via Tor Bi

ALLALALAALALLLALALAALERALLLLRLALLALALRALLLAALLLELLLNNNYEY

R i T

THU-CIRGS ~UFKOD=CREST = TEEWA = SAF Y 0= EQ4 Fa= 2 T ug= 0 i = Uy 3 0= BRI =3 A E = TR
SFXI =SB IX<YHOTR=EY POS<CXGDY <WVIXI = PMKUS < XYMIJ = 4 BRHF = 60T PQ-HD: HAMLY = SHENW-KT &

Wh=1AZHK=TFDSY < KKSTD-WPOC1 -cwm-m

RKGC D= 05U
e DRACS-UJZ00-BFT]
CTE-QYU2U-VA2IJH-4C20T-2REYT-T26T1 -HOUSB-VECES-D34 3

© 2016 AQ Kaspersky Lab. All Rights Reserved.

... o"' '.
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M Cryptolocker-v3

Your personal files are encrypted!

Your files have been safely encrypted on this PC: photos, videos, documents,etr,
Click "Show encrypted files" Button to view a complete list of encrypted files,
and you can personally verify this.

Encryption was produced uging 3 unique public key RSA-2048 generated
for this computer. To decrypt files you need o obtain the private key.

The only capy of the private key, which will aliow you to decrypt your files,

ur private kev will be is located on a secret server in the Internet; the server will eliminate the key
_L N after a time period specified in this window.

destroyed on: Once this has been done, nobody will ever be able to restore files...

3’5, 2015 In order to decrypt the files open your personal page on site

https://34r6hq26qzhdjkzj.tor2web.fi  and follow the instruction.

Use your Bitcoin address to enter the site:

1K7Q5TrF<FqCZEmzocf<n8LfrxkvdB39Uvm

Click to copy Bitcoin address to clipboard
if hittps: //34rehg2602h4ike] tor2web.org is not opening, please follow the steps:
“fou must install this browser wrww torproject.org/projects forbrowser.html.en
After instalation,run the browser and enter address 34r6hg26g2h4jkzj.onion
Follow the instruction on the web-site. We rermind you that the sooner you do,
the more chances are left to recover the files.
Any attempt to remowve or corrupt this software will result
in immediate elimination of the private key by the server.

Show encrypted files Check Payment Enter Decrypt Key

Click to Free Decryption on site

© 2016 AO Kaspersky Lab. All Rights Reserved.
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https://www.nomoreransom.org

ol

3@ 0 8 https://www.nomoreransom.org/en/index.htm B & Q Search @® Cg

Partners About the Project Engish ~

< / > N O MORE RANSOM Home Crypto Sheriff Ransomware: Q&A Prevention Advice Decryption Tools Report a Crime

Ransomware is malware that locks

NEED HELP @ your computer and mobiledevicesor
unlocking your digital
life without paying

encrypts your electronic files. When
this happens, you can't get to the data
unless you pay a ransom.

However this is not guaran-
teed and you should never

pay!

your attackers*?

At the moment, not every type of ransomware has a solution. Keep
checking this website as new keys and applications are added when
available.

< New decryptor for >

SynAck available,
please click here.

'o. ..';
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7.5. ®uwnHr — pedpmHnumnja n unbesn (1)

d duwwuHr (,phishing - neuyarwe”) je BpcTa coumjanHor MHXKeHEPUHra rae Hanagayuu Kopucre
obmamyjyhe umejnose n CMC nopyke (,,smishing”) n/wnv rnac (,vishing“) ga 61 npesapunu XKpTee
A3 OTKPMUjy oceT/buBe MHPOPMALMje NN MHCTANIMPAjY ManBep.

d Unmwesu puwmHra:

0 Kpaha udeHmumema,
O npucmyn 6GHKOBHUM HA/103UMG,
O uHcmanauyuja maneepa, umo.
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7.5. PuIKHT — meToae U KapaKTepuctuke (2)
d Metoge nndekumje:
O WUmejnosu: JlaxcHU umejanosu Koju 3axmesajy "xumHy akuyujy"
O CMC nopyke (,,smishing”) : Knamke nopyke koje so0e Ka Masauyuo3HUM Cajmosuma

O [nac nnu rnacoBHe nopyke (,vishing”)

1 Kapakrepuctuke puwimHra:

0 Obmaryjyhu cadpxcaj: UMumuparbe no3Hamux KomMmnaHuja / opeaHusayuja / ocoba
O 3amke: JluHKosuU unu npuno3u (Attachment) koje HyOe KopucHuky (0a npey3me - download)
O Ycmepasajy KOpUCHUKA Ha: ¢ghasacugpuxkosaHu seb-cajm

Mopyke Mpunosu Jla)XHa Beb Login Mpey3umama
E-mail Attachment crpaHuua dopme Downloads
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7.5. DULWIUHT - npeBeHUMnja n 3awTuTta (3)

e Ob6yKa 3anocaeHuUx o nNperno3Hasary uwuHa noKywaja

* Ynompeba aHmu-guwuHz chunmepa y umeja cucmemuma

1 CraTuctuka u TpeHaoBu:
0 CmamucmuKe noKasyjy cmasaHu nopacm obuma ¢puwiuHe Hanaoa
0 duwuHz Kamnare cmoje u3a Hajeehux UHgeKyuja mansepom

O ®ULLMHT je rNaBHU U3BOP ManBepa, yKbydyjyhu paHcomsep
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QHA(‘I’IHR E-NMOPYKE:

O6paTnUTK NaXkwy Aa m
Hac/n0B UMa Be3e Ca Hawum
NocA0M MU UHTEPEeCcoBakbUMa
M Aia /1 je OATOBOP Ha HewTo
LUTO HUCMO TPAXKUAU

e FROM:

Mme nowmnmaoua Huje
noBe3aHo ca umejn agpecom

@ o

Hucy nosHate agpece Ha Koje
ce Wwasby e-nopyke

° NnPNNOTI

CaapX1 NpuUAor AN INHK
unje ce oTBapatbe 3axTeBa

<5

HAUWOHAJTHN LEPT PC

7.5. Npeno3HaBarwe ¢pulimnHra (4)

G = P Search
File Home Send / Receive Folder View Help ESET Adobe PDF
] i i m <3 Reply Z K| Jo ) ek +
+ ™ | g = % Reply Al 7 § : A) ax | O :
New  New Delete Archive . Quick Mowve Tags Find Read Translate Get Insecure
Email ltemsv | (O~ = Forward 3 Steps v v v v | Aloud v Add-ins
Mew Delete Respond Quick Steps & Speech Language | Add-ins | GpgOL &~
—> CaBeT Yy c/y4yajy nnaharba J03HaKe
€3 Reply | %5 Reply Al —>» Forward as
Accounts te Betalen <attariya@picl.com.np> 2/4/2020

To undisclosed-recipients A

Untitled attachment 00019.txt
129 oyres

@

o @°¢.0¢9

Benuku nospgpas,

OBo je npaherbe ynnarte Kojy CMO Y MMe HaLler KnjeHTa U3BpLIMAm y Bawoj 6aHumn npumartesba 4.2.2020.
—> CaxkeTaK bp3e Konuje u caxketka 6aHKoBHOr TpaHcdepa je y npunory. Moaumo Bac caBeTyjTe Aa /M cy ce
CpeAcTBa 0Apasua Ha Balloj CTPaHU U aXKypupajte Tpehy cTpaHy Kojy cte npumuau.

Mo3apasuy,

Focnohuua JaHe ATttapua

Op/betbe 3a pavyHe U g03HaKe

—— MUUN rnobanHo nnahare Ha MpexKn,
dak + 56890-0906

Cpbuja

o™
°
.

CPELIEPT

6 NOMEH:

Hasus gomeHa je .np
a nowwusbanay, ce npeacTaB/ba
Aa je ns Cpbuje

YBeK 06paTuUTh naxkwy Aa Au
je AoOMeH no3HaT

e TEKCT

Youutu:
* [pamartunuke rpewke
* Jlow npeBoA NOjMmoBa
e 3axrteB 3a 6p3y peakuujy
* 3axTes 3a YHOC JIMHYHUX
noaaraka

9 NOTNWNC:

Nme dpupme y notnucy ce
AENMMUYHO NOK/ana ca
AOMEHOM U3
e-appece
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Presentation Notes
Напомена: 

На датом слајду је приказан Microsoft outllok  - програм за примање и слање електронске поште, организацију времена помоћу календара, и израду адреса и додавање контаката. Креирао га је Microsoft као саставни део програмског пакета Microsoft office.

Многа мала и средња предузећа не користе Microsoft outllok, већ бесплатна решења (Mozila Tunderbird, Opera Mail, Windows live mail, Foxmail,  ,...), на њима треба обратити пажњу на исте детаље који су овде приказани, разликује се само интерфејс. 
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8.1. SIEM nnatrdpopme

1 SIEM (Security information and event management)
je codpTBEPCKO pewere Koje omoryhaBa opraHm3aumjama aa:
O oTKpujy (detect),
O aHanusupajy (analyze) n
O pearyjy (respond)
Ha 6e3beaHOCHE NpeTHe Npe Hero WTO OHEe HaHecy LWTeTy
NOCNOBHUM onepauynjama.

(J SIEM je TexHM4Ka nogpLuKa 3a pag OnepaTMBHOr LEEHTPa 33
nHpopmaumnoHy 6es3begHoct SOC (Security Operations Center).
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9.1. HajBa)XHuje nopykKe

OcHOBHe nopyke:

= (Cajbep npethbe Tpeba cxBaTUTU 0306U/bHO
= Ha Bpeme npeaysety CMCTEMATCKe Mepe 3a cnpeyaBatbe yCrewHnxX Hanaga U khuxosmx nocieanua
= [lpouec pa3Boja b Tpeba peannsoBat napanenHo ca Npouecom nsrpagre NHdopmaunoHOr cmctema

= [lpatutn goraharba Ha noswy Nb 1 npunarohasaTtn um ce, pasamumuwsbajyhm o ynpas/barby 6e3begHoCcHUM
PU3NLMMA Kao Ba*KHOM Aieny peaoBHOTr NOC/I0BaHa

* Max/puso 6upatn UKT napTHepe - oHe Koju pasymejy cneundmuyHOCTM Baller Noc/0Bakba
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Y Kojoj mepu nowtyjemo 6e36egHoCHa npasuaa u aobpy npakcy?

NMutarba 3a Onepatope UKT cucrtema?
= Jla 11 KOPUCTUTE NerasHe CUCTEMCKE U ananKaTuBHe coPpTBepe N peaoBHO UX nevyjete?
= Jla "1 UMaTe KBAaJIMTETHO aHTUBUPYCHO Maun apyro 6e3begHOCHO peluerte NPUMEHEHO Y LLEJIOM CUCTEMY ?
= Jla 1K cTe cnpevynnu Aa BULLie KOPUCHUKA KOPUCTU jeaaH Hanor?
= Jla v cnpoBoAUTE MEpPe U3MEHE U 3aLUTUTE NO3UHKKU?
= Jla v cTe curypHu aa bmMBLIM 3aN0C/IEHN BULLIE HEMAjY NPUCTYN cUCTEMY ?
= Jla "M aAMMUHUCTPATOPCKa NpaBa PasnnNYnUTOr HUBOA MMAjy CaMO OHUM KOjUMa Cy CTBAPHO HEOMNXOAHa?
= [la nn Kopuctute ABodaKTOPCKY ayTeHTUPMKaLMjy (npoBepy npaBa npucTyna - 2FA) 3a npuctyn
KPUTUYHUM pecypcmma’?
= Jla "1 cnpoBoAUTE peaoBHe 0byKe paan noamsarba cBectu o nHpopmaumoHoj besbeaHocTu (security
awareness)?
= [la "M maTe nponucaHe u cnposeaeHe 6ap HajocHoBHUje be3beaHocHe npoueaype? (ogbpaHa oa,
Hanapa, 6ekan, ...)
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9.3. Be3aHo 3a 6ekan nogaTtaKa -, nocebaH akueHaT":

= [la "1 peaoBHO, A0BO/bHO YECTO U AeTa/bHo BpuinuTe 6eKan nogartaka?
= [la M cy Bam nogaum KnacuPpmKoBaHm?

= Jla nm je npouec 6ap 4ENMMUNYHO ayTOMATM30BaH?

= [la "1 npaBuTe BULLE KOMKja’?

= [la "1 Konuje NOBpeMeHO nNpoBepaBaTe?

= Jla nn je bap jeaHa Konmja BaH akTUBHUX cepBepa’?

= Jla nn je bap jegHa TpajHa Konnja Ha yaa/beHoj bezbeaHoj nokaunju? ...
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[NaBHW caBeTHUK 3a 6be3beagHocT UKT cuctema
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goran.paunovic@ratel.rs

www.cert.rs
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